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1. Onucanue KOMIIeTEHIIUH.
1.1. AKTyaJIbHOCTH KOMIIETEHIUH.

Komnerennus «CeTeBoe U CUCTEMHOE aIMUHUCTpUpOBaHKUE» BXOAUT B « TOII-
50 nambOonee BOCTpeOOBAaHHBIX U MEPCHEKTUBHBIX Npodecchi’» B COOTBETCTBUU
JY4YIIUMU 3apyOeKHBIMU CTaHIapTaMU U MEPEOBLIMU TEXHOJOTUSAMU. Y TBEPKICHO
npukazoM MuHUCTEpCTBOM oOpa3zoBaHus M Hayku Poccuiickoit deneparuu ot 09
nekabpst 2016 roma N1548 B Buae denepanbHOTO 00pa30BaTEIBHOTO CTaHIapTa
cpennero mpodeccuonanbHoro oobpaszoBanus (09.02.06 «CereBoe W CHCTEMHOE
aIMUHUCTPUPOBAHKE». AKTyalbHOCTh KoMIeTeHIMU «CeTeBoe U CHUCTEMHOE
aIMUHUCTPUPOBAHNE» OOYCIIOBIIEHA T€M, YTO B cdepy IeATeTbHOCTH CHCTEMHOTO
aMUHUCTPATOPA BXOJUT CO3/IaHUE U OOCITY>KHBAHUE BBIYMCIUTEIBHBIX KOMIUIEKCOB
U ceTel, KOHTPOJIb HCIPaBHOM pabOThl OMEPAIMOHHBIX CUCTEM M MPOTrPaMMHOIO
oOecrieueHusi, TMPOEKTUPOBAHUE, AJIMUHUCTPUPOBAHUE UM MOJCPHU3AIMS CETH,
MOJIJIEP>KKa CEpPBEPOB, YCTAHOBKA HOBOTO MPOTrpaMMHOE 0OecrieueHre U 0OHOBIICHUE
CYIIECTBYIOILIETO, B TOM YHCJIE B PEXKUME yIAJIECHHOTO AocTyna. OIHOW HU3 CaMbIX
OTBETCTBEHHBIX 3a/1ad CHUCTEMHOTO aJIMUHHUCTpaTopa sBJsIeTCs o00OecreueHuun
uH(OpPMAIMOHHONW O€30MacCHOCTH OpraHu3allii, HacTpoWka TMpaB JOCTyNma K
pa3IMyHbBIM BHYTpeHHUM U BHemHuM [T pecypcam, Takum Kak TPUHTEPHI, MOYTa,
oOurue dainoBble Xpanunuina, IHTepHeT. A Takxke npeaynpexaeHue c0os J1rodoro
KOMITOHEHTa CHCTEMBI, JTUKBUAAIMS TOCIEACTBUN cOost Oe3 ymiepba st paboTh
OpraHu3alyy. ITO 0YEHb BaXKHAs KOMIIETCHITUS 1JIs JIF000 KOMIIAHUHU, TaK KakK JTr00ast
HEUCTIPABHOCTh OPITEXHUKU, KaOETbHOW CUCTEMBbI WJIM AJIEMEHTOB JIOKAJIBHOU CETH
MOXET BbI3BaThb OYEHb JIOPOTOCTOSIIUMNA  JIJIE  OpraHW3alMd  TPOCTOW B
(GYyHKIIMOHUPOBAHUH, TIO3TOMY CHUCTEMHBIN aJMUHUCTPATOP HECET OTBETCTBEHHOCTH
3a MOMOIIb MOJIB30BATENSIM B 00€CIIEYEHNN UX TOTPEOHOCTEH B HEMPEPHIBHOM padboTe
KOMITBIOTEPHBIX CHUCTEM W CIyk0. CHCTEeMHBIH aJIMHHHCTPATOP TaKXKE MOXKET
MPEIIOKUTH COBETHI M PEKOMEHIAIMH TI0 YIYUIICHUIO (YHKIIMOHUPOBAHUS CUCTEM U
CIyk0, TeM caMbIM TPOJIBUHYTh Opranu3aiuio Brepea. CeTreBoe W CHCTEMHOE
aIMUHUCTPUPOBAHUE TPeOyeT HMIMPOKUX CHEKTpP MO3HAHWUN M HABBIKOB B 00JIACTH
WH(OPMAITMOHHBIX TEXHOJOTUN. B CBsi3W ¢ OBICTPBIM pa3BUTHEM ITOW 00JACTH,
TpeOOBaHMS K CHCTEMHBIM M CETEBBIM aJMUHUCTPATOpPaM MOCTOSHHO BO3PACTaloT.
Nmest pemraroniyro pojib B TOBCEAHEBHOM (DYHKIIMOHHUPOBAHUM, JOJHKHOCTH
CUCTEMHBIN aIMUHUCTPATOP MMEET CIPOC B OPraHU3AIUSAX Pa3TUYHBIX MacIITa00B
KOMMEPUYECKOT'0 U FOCYIapCTBEHHOTO CEKTOPA.

1.2. Ilpodeccun, mo0  KOTOPHIM  YYACTHMUKH  CMOLYT
TPYAOYCTPOUTHCS MOCJIe OCBOCHUS TaHHON KOMIIETEeH M.

Cnernuanuctsl AaHHOTO NPOouUiIs HEOOXOAMMBI Ha KaXKJIOM MPEINPUSTHH.
CucteMHbIE aJMUHUCTPATOPHl MOTYT paboTaTh Kak B cheruaiu3upoBaHHbix IT-



KOMIIAHUSX, TaK U B KOMIIAHUSX, /1€ €CTh allapaTHOE U IPOrpaMMHOE 0OeCIIeUeHHE.
Crucok OCHOBHBIX Mpodeccuil COOTBETCTBYET MNPOPECCHOHATIBHOMY CTaHIAPTY
06.026 «CuctemMHBIi  aAMHUHUCTPATOp  MH(GOPMALMOHHO-KOMMYHHKAITMOHHBIX
cuctem». brnuskumu sBisA0TCS Tpodeccuu Mo MpodecCHOHAIBHOMY CTaHAApTY
06.027 «AIMUHUCTPUPOBAHUE CETEBBIX YCTPOUCTB UH(POPMAIMOHHO-
KOMMYHHKAITMOHHON (MH(OKOMMYHHUKAIIMOHHOW) CHCTEMBD)

1.3. Ccbuika Ha oOpa3oBaTe/ibHbIN W/HWIM NPOPecCHOHAIbHBIN
CTAHAAPT (KOHKPETHbIE CTAHAAPTHI)

[Ik0JIbHUKH CryneHTnl CnenuajaucTol
dI'OC CIIO nmo OIr'oC CIIO o | [IpodeccuonanbHbIi
[Tpodeccun 09.02.06 | npodeccun 09.02.06 | cranmapt 06.026
CereBoe u cucremHoe | CereBoe U  cucteMHoe | «CHCTEMHBII
aIMUHUCTPHUPOBAHUE aIMIUHUCTPUPOBAHUE aIMUHUCTPATOP

UH(OPMAIMOHHO-
KOMMYHHUKAITHOHHBIX
CUCTEM)

bakamaBpuar 02.03.03

Maremaruueckoe

oOecrieueHue U

aJIMUHUCTPUPOBAHUE

UH(OPMAITMOHHBIX

CUCTEM 09.03.01

Nudopmatuka U

BBIYHMCIIUTENIbHAS TEXHUKA

09.03.02

Nudopmanmonnsie

CHCTCMBI U TCXHOJIOTHUH

1.4. TpeOGoBanus K KBAJIH(PUKALMH.

AJIMUHUCTPUPOBATH JIOKAJbHbIE BBIYUCIUTEIbHBIE CETU. Y CTAaHABIWBATh U
HacTpauBaTh onepalmoHHbie cucteMbl Windows u Linux. I[IK mo ®I'OC CIIO
09.02.06 2.1. ATMUHUCTPUPOBATH JIOKAIbHBIC BHIYMCIUTEIIBHBIE CETU U MPUHUMATh
MEpBI 110 YCTPAHEHHUIO BO3MOXKHBIX COOEB.

YMenusi: AIMUHUCTPUPOBATH JTOKAJIbHBIE BEIYUCIUTENbHBIE ceTH. [IpuHUMaTh
MEpBI TI0 YCTPaHEHUIO0 BO3MOXKHBIX cOoeB. Co3aaBaTh U KOHGUTYPUPOBATh YUETHBIC
3aliCH OT/AENBHBIX TOJIb30BATEIE W MOJB30BaTeNbckux Tpynm. OOecreunBath
3alUTy TPHU TOAKIIOYECHUH K HMHPOPMAIUOHHOTEICKOMMYHHUKAITMOHHOW CETU
«HTEpHET» CpeACTBAMU ONEPALIUOHHON CUCTEMBI.

3nanus: OCHOBHbBIC HAMPABJICHUS aIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH.
Turmbl cepBepoB, TEXHOJOTHIO «KJIHUEeHTcepBep». CoCOObl YCTAHOBKU U yIIPaBICHUS
cepBepoM. YTWINTHL, (DYHKIMU, yAAJICHHOE YIPaBJICHHE CEPBEPOM. TEXHOIOTUU



0€3011aCHOCTH, IPOTOKOJIbl aBTOPU3ALINN, KOHPHUIEHINATBHOCTh U 0€3011aCHOCTh IIPU
pabore B Web. Ilopsaok ucnonbp3oBanusi kmactepoB. llopsmok B3auMoaencTBUA
Pa3JINYHBIX ONEPALMOHHBIX CUCTEM.

Knaccudukanuio nporpaMMHOT0 00ecTieyeH s CETEBbIX TEXHOJIOTUN, U 00JaCTh €ro
npuMmeHeHus. [lopsIoKk U OCHOBBI JIMLIEH3UPOBAHUS MPOrPAMMHOIO OOECHEYEHHUS.
O1eHKY CTOMMOCTH MPOTPaMMHOT0 00€CIEYeHUs B 3aBUCUMOCTH OT CIIoco0a M MecTa
€ro MCIOJIb30BaHusA. 2.2 AIMUHUCTPUPOBATH CETEBBIE PECYpPChl B MH(POPMAIIMOHHBIX
CUCTEMAX.

VYmenus: VYcranaBnuBath uH(poOpManuMoHHYr0 cuctemy. Co3nmaBate U
KOH(QUTI'YpHpPOBaTh YUETHBIE 3alIMCH OTAEJIBHBIX M0JIb30BATENECH U MOJIb30BATEIBCKIX
rpynn. PeructpupoBaTh NOAKIIOYEHUE K JOMEHY, BECTH OTYETHYIO JTOKYMEHTALHUIO.
VYcranaBnuBaTh U KOH(QUIYpHUpPOBaThb AHTUBUPYCHOE IPOIPaMMHOE OOecIeyeHHE,
nporpaMMHoe o0OecrieueHue 0a3 JaHHBIX, IPOrpaMMHOE 00eCIIEYeHHEe MOHUTOPHHTA.
ObecnieunBaTh 3aIIUTY npu MOJKITIOYEHUH K
MH()OPMAITMOHHOTEIEKOMMYHHUKAILIMOHHON CeTH «HTepHEeT CpelICTBAMHU
ONEPALIMOHHON CUCTEMBI.

3HaHuA: OCHOBHBIE HAIIPABJICHUS aJMUHHUCTPUPOBAHUS KOMIBIOTEPHBIX CETEM.
Tunel cepBepoB, TEXHOJOTHIO «KIUEHTCEPBEP». YTUIUTHL, (PYHKUUHU, YyIaJIECHHOE
yOpaBJIEHHE CEPBEPOM. TexHOJOrHuH O€30MaCHOCTH, MPOTOKOJIbl aBTOpPU3AIIHH,
KOH(HIEHIHATBHOCTh U Oe3onacHocTh pu padbote B Web. Ilopsaok ucnonb3oBaHus
KjactepoB. Ilopsok  B3aMMOJEHCTBHSI  PA3JIMYHBIX  ONEPALMOHHBIX  CHCTEM.
Knaccudukanuio nporpaMMHOT0 00€CrieyeHHs! CETEBBIX TEXHOJIOTHH, U 00JIaCTh €To
npuMeHeHus. [lopsaok 1 OCHOBBI JIMIIEH3UPOBAHUSI IPOTPAMMHOI'0 OOECIICUEHUSI.
O1neHKy CTOMMOCTH POTPaMMHOI0 00€CNeYeHUs B 3aBUCUMOCTH OT c11oco0a 1 MecTa
€ero wucnonb3oBaHud. 3.1. VYcraHaBiMBaTh, HacTpaWBaTh, OJKCILUIyaTHPOBaTh U
o0CITyKMBaTh TEXHWYECKHE U MpPOrpaMMHOANNapaTHbIe CPEACTBA KOMIBbIOTEPHBIX
ceTen.

VYmenud: TectupoBaTh kabeM 1 KOMMYHHUKAIIMOHHbIE yCTpoiicTBa. ONKUCHIBATH
KOHLIETILIUA CceTeBOM Oe3omacHoCTH. ONUChIBaTh COBPEMEHHBIE TEXHOJOTUHU U
apXUTEKTypsl  Oe3zonmacHOCTH. ONUCHIBaTh  XAapAaKTEPUCTUKU U BJIEMEHTHI
KoH(purypauuu 3ranoB VolP 3BoHKa.

3HaHusA: ApPXUTEKTYpY U (YHKIHMH CHCTEM YIPABIEHUS CETSAMH, CTAHIAPTHI
CUCTEM yHOpaBJEHWA. 3aJaud yOpPaBIEHUA: AHAIA3 MPOU3BOAUTEIBHOCTH H
HAJIeKHOCTH,  yIpaBieHHEe  O€30MacHOCThbIO, yueT Tpaduka, YIpaBiIeHUE
koH(purypammeit. IlpaBuma 9SKCIuTyaTallud  TEXHUYECKUX  CPEICTB  CETEBOM
UHQPacTpyKTYpbl. METObl YCTPAHEHHUSI HEUCITPABHOCTEN B TEXHUUECKUX CPEICTBAX,
CXEMbI IOCIeaBapUIHOTO BOCCTAHOBJIEHUS pa00OTOCIIOCOOHOCTH CETH, TEXHUYECKYIO U
IPOEKTHYIO JOKYMEHTAIINIO, CIIOCOOBI PE3EPBHOTO KOMMPOBAHUS JAHHBIX, TPUHIUIIBI
pa®oThl XpaHWJUIl JaHHbIX. OCHOBHBIE TIOHATHS HWH(OPMALMOHHBIX CHCTEM,
KUZHEHHBIA IMKJI, NTpoOJemMbl OOECleyYeHUs: TEXHOJIOTMYEeCKO 0e30macHOCTH
MH(OPMAIMOHHBIX CUCTEM, TPEOOBAHMS K apXUTEKType UH(OPMAIIMOHHBIX CUCTEM U
UX KOMIIOHEHTaM 1t o0ecrieueHust 6€30MmacHOCTH (PyHKIIMOHUPOBAHUS, ONIEPATUBHBIC
METO/1bl OBBIIIEHHS 0€30MaCHOCTH (PYHKIIMOHUPOBAHUS TPOTPAMMHBIX CPEICTB U 0a3
naHHblx. CpencrBa MOHUTOPMHIA M aHalv3a JOKaJIbHbIX ceTed. (OCHOBHBIE
TpeOOBaHMSI K CPEACTBAM U BUJIaM TECTUPOBAHUS ISl ONIPEIETIEHUS TEXHOJIOTMUYECKOM



0e30macHOCTH MH(POPMAITMOHHBIX CUCTEM.

[TpuHLMIIBI pabOTHI ceTH aHAJIOTOBOM Tenedonuu. HazHadeHune roJocoBoro muo3a,
€ro KOMIIOHEHTHI U (yHKIMH. OCHOBHBIE MPUHIIMITBI TEXHOJIOTHH obecriedeHust QoS
11t TosiocoBoro Tpaduka. 3.2. [IpoBoauTh mpodumakTudeckue padboThl Ha 00bEKTaxX
ceTeBoi HHPPACTPYKTYPHI U pabOUUX CTAHIIUSIX.

Ywmenus: HabGmonate 3a TpaduKOM, BBHINOJHATH OINEpallH  PE3EPBHOTO
KOIMPOBaHUS M BOCCTAHOBJICHWS JIAHHBIX. YCTaHABIMBaTh, TECTUPOBATh U
DKCILUTyaTUpOBAaTh  HMH(POPMALIMOHHBIE  CHCTEMbI,  COTJIACHO  TEXHMYECKOU
JIOKyMEHTAIMU, 00ecrieunBaTh aHTUBUPYCHYIO 3aIUTY. BBIMONHITE MOHUTOPUHT U
aHanu3 paboThl JOKAIBHOMW CETH C IMOMOINbIO MPOrpPaMMHO-AIIMAPATHBIX CPENICTB.
OcyiecTBIATh TUATHOCTUKY M TOUCK HEUCIPABHOCTEH BCEX KOMIIOHEHTOB CETH.
BBITIONHATE 1EWCTBUS IO YCTPAHEHUIO HEUCITPABHOCTEM.

3HaHus: 3agauv yOopaBJieHHsS: aHAIW3 MPOU3BOJUTEIBLHOCTH W HAJIEKHOCTH,
yhpaBiieHHe O€30MacHOCThIO, YyuyeT Tpaduka, yrpaBieHHe KoHpurypamueil.
Knaccudukanuioo pernaMeHToB, MHOPSJOK TEXHUYECKUX OCMOTPOB, MPOBEPOK U
npoduiiakTuueckux padot. Pacimpenue cTpyKTypbl KOMIBIOTEPHBIX CETEM, METOAbI
U CpeAcTBa JMArHOCTUKA HEHCIPABHOCTEH TEXHUYECKUX CpPEICTB U CETEBOMU
CTPYKTYpbl. METO/IbI yCTpaHEHHUSI HEUCIPABHOCTENW B TEXHUUECKUX CPEACTBAX, CXEMBI
MOCJICaBApPUMHOTO BOCCTAHOBJICHUSI PaOOTOCIIOCOOHOCTH CETH, TEXHUYECKYI0 H
IPOEKTHYIO JTOKYMEHTAIIHNIO, CIIOCOOBI PE3€PBHOI0 KONMUPOBAHUS TAHHBIX, IPUHIUIIBI
paboTel XpaHwIull JAaHHbIX. OCHOBHBIE TOHATUS HMH(DPOPMALIMOHHBIX CHUCTEM,
KU3HEHHBI [MKJ, MpoOieMbl O0OecleYeHus] TEXHOJIOTUYECKON O0e30MmacHOoCTH
MH(POPMAILIMOHHBIX CUCTEM, TPEOOBAaHUS K apXUTEKTYpe MH(POPMALIMOHHBIX CUCTEM U
UX KOMIIOHEHTaM JJ1sl o0ecriedeHus 06€301acHOCTH (PYHKIIMOHUPOBAHUs, OTIEpaTUBHBIE
METO/IbI MTOBBIIIEHUS 0€301aCHOCTH (PYHKIIMOHUPOBAHUS IPOIPAMMHBIX CPEJICTB U 0a3
naHHbeIX. CpencTtsa MOHUTOPHMHIA M aHalIM3a JIOKaIbHBIX ceTeil. OCHOBHbBIE
TpeOOBaHMS K CPEACTBAM U BUJIaM TECTUPOBAHHUS ISl ONPEIETIEHUS TEXHOIOTMUYECKOM
0e3onacHOCTH HH(OpPMAMOHHBIX cucTeM. [IpuHUMIBI pabOTHl CETH aHAJIOrOBOU
tenedpoHun. Ha3zHaueHue TOJOCOBOrO MUIKO3a, €r0 KOMIOHEHTbl W (DYHKIIMH.
OcHOBHBIC IPUHIUIIBI TeXHOJoTHU obecnieueHus QoS myst ronocoBoro Tpaduka. 11K
3.3. VYcraHaBnuBarh, HAacTpauBaTh, HKCILUTyaTUPOBAThb M OOCIYXUBATh CETEBbIC
KOH(Urypanum.

YMmenusi: OnucbiBaTh KOHIEMIMM CeTeBOM  Oe3omacHOCTH. ONUCHIBATH
COBpEMEHHBbIE  TEXHOJOTMM M  apXUTEeKTyphl  Oe3zomacHoctd.  OmnuChIBaTh
XapaKTEPUCTHKHU U DJIEMEHTHI KoH(purypamuu >tanoB VolP 3BoHKa.

3HaHuA: 3aJayd yIpaBJiCHUS: aHAJIW3 IMPOU3BOJUTEIBHOCTH W HAJIEKHOCTH,
yIpaBjieHHe 0€30MacHOCThIO, YUeT Tpaduka, ynpasieHue koHpurypanuei. [Ipasuna
AKCIUTyaTallil TEXHUUYECKUX CPEJCTB CeTeBOU MH(PPACcCTpyKTyphl. OCHOBHBIEC TOHATHUS
HHQOPMAIIMOHHBIX  CHUCTEM, JKHM3HEHHBIM  IUMKI, TPOOJeMBbl  OOeCICUCHHS
TEXHOJIOTUYECKOW 0e30MmacHOCTH MH(GOPMALMOHHBIX CHCTEM, TpeOOBaHUA K
apXUTEKType HH(DOPMAIMOHHBIX CHCTEM M HX KOMIIOHEHTaM Jisi oOecrneyeHus
O0e3zonacHOCTH  (YHKIMOHUPOBAHUS,  ONEpPaTUBHbIE  METOAbl  TOBBILIEHUS
0e3omacHoCTU (YYHKITMOHUPOBAHUS ITPOTPaMMHBIX CPEJICTB U 06a3 maHHbIX. CpeacTBa
MOHUTOPUHIA U aHaU3a JIOKAJIbHBIX ceTeil. OCHOBHBIE TPeOOBaHMS K CPEICTBAM U
BUJIaM  TECTUPOBAHUS JUIsl  ONpPEHCJICHHUs] TEXHOJOTMYECKON  0e30macHOCTU



MHPOpPMaLMOHHBIX cucTeM. lIpuHuunel paboThl CETHM TPAaJUIIMOHHON Tene(OHUH.
HaznaueHnue ronocoBoro muio03a, ero KOMIoHeHThl U pyHKIUHU. OCHOBHBIE TPUHIUIIBI
TexHonoruu obecredenuss QoS ans romnocoBoro Tpaduka. [1IK 3.4. YuyactBoBath B
pa3paboTKe CXEeMbl [OCJICaBAPUITHOTO  BOCCTAHOBJICHHS PabOTOCIOCOOHOCTH
KOMITBIOTEPHOM CETH, BBINOJHATh BOCCTAHOBJIEHHE UM PE3EPBHOE KOMUPOBAHUE
uHbOpMaInu.

Ywmenus: HabGmonate 3a TpaduKoOM, BBINOJHATH OINEpalld  PE3EPBHOTO
KOIIMPOBAaHUS W BOCCTAaHOBJIEHUS JAaHHBIX. YCTaHaBIMBaTh, TECTUPOBATh U
OKCIUTyaTUpOBaTh  MH(POPMALMOHHBIE  CHUCTEMBI,  COIJIACHO  TEXHUYECKOU
JOKYMEHTAalluy, O0ECleunBaTh AHTUBUPYCHYIO 3aIIMUTy. BBINONHATH NEHCTBUS 1O
YCTPAHEHUIO HEUCIPABHOCTEM.

3HaHuA: 3aJa4yd YNpaBICHUS: aHaIU3 MPOU3BOAUTEIBHOCTH U HAJIEKHOCTH,
ylopaBieHHUE O€30MacHOCTbIO, YyuyeT Tpaduka, yIpaBieHHE KOH(pUrypanueil.
Knaccudukanuioo permamMeHToB, MOPAIOK TEXHUYECKUX OCMOTPOB, MPOBEPOK U
npoduiiakTuueckux pabor. PacmmpeHue CTPYKTypbl, METOAbl M  CpPEICTBa
JTUArHOCTUKHU HEUCIIPABHOCTEW TEXHUUECKUX CPEICTB U CETEBOM CTPYKTYpPbl. MeTO bl
YCTPAHEHHs] HEHCIPABHOCTEH B TEXHUYECKUX CPEACTBAX, CXEMBI MOCIEaBAPUITHOTO
BOCCTAaHOBJIEHUSI ~ pa0OTOCIIOCOOHOCTH  CETH, TEXHUYECKYHD M  MPOEKTHYIO
JOKYMEHTAIMIO, CIIOCOOBI PE3EpPBHOTO KONMUPOBAHMS JAHHBIX, MPUHLHUIBI PaOOTHI
XpaHWIML AaHHBIX. OCHOBHBIE MOHATHS WH(POPMALMOHHBIX CHCTEM, >KU3HEHHBIN
LIUKJI, TpOoOJIeMbl 00eCieueHUs] TEXHOIOIMUECKONH 0€30MacHOCTH MH(POPMAIIMOHHBIX
cUCTEeM, TpeOOBaHUS K apXUTEKType MH(DOPMALMOHHBIX CUCTEM U UX KOMIIOHEHTaM
Uit o0OecnieyeHuss 0€30MacHOCTH  (DYHKIIMOHUPOBAHUS, OINEPATUBHBIE METOJIbI
NOBBILICHHUSI 0€30MacCHOCTH (YHKIMOHUPOBAHMUSI NPOrPaMMHBIX CpEACTB U 0a3
naHHbIX. OCHOBHbIE TpeOOBaHMsS K CpeACTBAaM M BUJAM TECTHUPOBAHUS IUIs
OTIpEeJICICHHs] TEXHOJOTUYeCKor Oe3ornacHocTu uMHpopmaimoHHbeix cucteMm. [IK mo
OI'OC  bakamapuar 02.03.03 2  Hcnosb30BaHWE  OCHOBHBIX  MOJEJEH
MH(OPMAIIMOHHBIX TEXHOJOTUNA M CIIOCOOOB MX MPUMEHEHUS ISl PEIICHMS 3a]1ay B
peaMETHBIX 00nacTsaX 4 BbIOOp apXUTEKTypbl U KOMILJIEKCUPOBAHUS COBPEMEHHBIX
KOMITBIOTEPOB, CUCTEM, KOMIUIEKCOB M CETE€d CHUCTEMHOTO aJIMHHHCTPUPOBAHUS S5
Hcnonb30BaHWE COBPEMEHHBIX CUCTEMHBIX MPOTPAaMMHBIX CPEJICTB: OMEPALIMOHHBIX
CUCTEM, ONEPALMOHHBIX U CETEBBIX 000JI0YEK, CEPBUCHBIX TPOTPAMM.

2.KoHKypcHOe 3a1aHue.
2.1. KpaTkoe onucaHue 3a1aHUA.

B Bam nepBbiii pabouunii JeHh HEOOXOAUMO MPOBECTH MOJKIIOUEHHE HOBOTO
ouca, OTKpHITUE KOTOPOTO HA3HAUEHO HA HAYaJlo CIEAYIOIIEH HeIend, K Halen
KopropatuBHOM cetu. [locie 3TOro HamaguTh CBS3b C OCTAJbHBIMH O(ducaMu
koMmnanuu. B Baiiem pacnopsskeHUM B JaHHBI MOMEHT MMEETCS 2 KOMMYTaTopa
Cisco 2960, 2 mapmpyTtuzaropa Cisco 2911 u ogun cepBep ¢ Buptyanuzarueit. Ceitaac
Ka)KIbI{ yac Ha CYETY, a IOTOMY Hallle pyKOBOCTBO TpeOyeT, YTOOBI BCe 3aja4u ObUIH
BBITIOJTHEHBI CETO/IHS B TEYCHUH 6 YaCOB.



2.2. CTpyKTypa 1 noApoOHOE ONMUCAHUE KOHKYPCHOTI'O 32 IaHUSA

CryneHr Monyns 1: Kordurypamus | 2 yaca | Y4acTHUKA JIOJIKHBI
CETEBOTO yOenuThCcsl B TOM, UTO BCE
TEJIEKOMMYHUKAIIMOHHOTO HACTPOUKH Ha BCEX
o0opyoBaHus YCTPONCTBAX nociie

nepe3arpy3Ku BCETO
000py10BaHUs
GYHKITMOHUPYIOT
Monyns 2: Kondurypanus | 2 yaca | Y4aCTHUKA JTOJKHBI
CEpBHCOB U CIyk0 Ha Oaze obOecreuynTh HAIAYHE W
OC Microsoft Windows (YHKIIMOHUPOBAHHE B
Server 2019 COOTBETCTBUM C 3aJaHUEM

CIyxk0 W poneil  Ha
yKa3aHHBIX  BUPTYaJIbHBIX

MaIlIuHax
Monyns 3: Kondurypanus | 2 yaca | Y4aCTHUKU JTOJKHBI
CEepPBUCOB M CITyk0 Ha 0aze obecreynTh HaJIMYHE W
auctpuOyTuBoB Linux - (byHKIMOHUPOBAHHE B
Debian 10 u CentOS 8 COOTBETCTBUHM C 3aJaHUEM

CIyk0 W poneil  Ha
yKa3aHHBIX  BUPTYaJIbHBIX
MaIIMHAX

Obuwiee epems 8bIn0aIHEHUA KOHKYPCHO20 3a0anus: 6 4acos

2.3. IlocaenoBaTe ILHOCTDL BBINOJIHEHHS 3aJaHUSA
CryneHTsbI:

[To3BonbTEe mpencCTaBUTHCA, MOW HOBbIM KoJuiera: A HadanbHuk WT-
nenaprameHTa ycnemnon ¢punancoBoil kopnopauuu «{1C u Ko ®unancy, Kyna Bel
TOJBKO 4YTO YCTPOWJIMCh Ha JOJDKHOCTH TJIABHOTO CHCTEMHOIO aJMUHHCTPATOPA.
bnaronaps coOat0eHII0 TpaBUIl PEryJISATOPOB U COOCTBEHHBIM CTPOTUM BHYTPEHHHUM
npaBuiaM, B KPU3UCHOE BpEMsl Hallla KOMIAHHUS COXPaHSAET CTaOUIIBHOCTb, O YEM
CBUJACTEIbCTBYET Balla Hemanas 3apmara. K coxkajneHuro, Baml KOJUIEra,
co3naBaBinii UT-undpactpykrypy, HaXOUTCS B JJIUTETLHON KOMaHIUPOBKE U €IIIe
He ycmen BBecTu Bac B kypc Bcex aen. OmgHako Omaromapst Barieil BBICOKOM
KBATM(UKAIIMKA BaM JOJKHO XBATHTh M T€X OOPBHIBKOB MH(OpMAIHU, YTO OH yCHel
nepenaTh.

B Bam nepBriii pabouunii 1eHh HEOOXOAUMO MPOBECTH MOJKIIOUYEHHE HOBOTO
oduca, OTKpbITUE KOTOPOTO HA3HAUEHO HA HAYajo CIEAYIOUIEH HEeIenH, K Halleu
KopropatuBHOM ceTu. Ilocnme 3TOro HajmaauTh CBSI3b C OCTAIbHBIMU O(UCaMU
Komnianuu. B Baiem pacnopsbkeHun B JaHHBIA MOMEHT UMEETCSL:

« 2 xommyTaTopa Cisco Catalyst 2960 Plus;



» 2 mapuipytu3aropa Cisco 2911;

* OJINH CEepBEP MO HYKIIbl BUPTyJIN3aIIUH.

OctanpHOE 000pyIOBaHNE 0OCIIAHO TIOCTABUTH B OJIMIKANIIINE THU.

Ceiivac KaxxJIpIii yac Ha CYETY, a IOTOMY Hallle PYKOBOJICTBO TpeOyeT, YTOObI BCe
3a71a9u OBLTU BBITIOJHEHBI CETOJIHS B TEYCHUH 6 YacoB.

Moayas 1 Kondurypauusi cereBoro TeJeKOMMYHUKALUOHHOIO

000py10BaHUA

[Ipex e, yeM IpUCTYNHUTh K paboTe BayKHO:

- 03HAKOMUTLCS CO cXeMoM moakaoueHus Cxema 1;

- BHUMATEJIBHO u HEJIMKOM npouuTtarts 3aiaHue;

- He 00s3aTeNIbHO BBIMOJIHATH IMYHKTHI 3aJlaHUs TI0 OYEpPEe/Id, a TaKXKe 3aJaHue
EeJIMKOM, Bam MOXkeT He XBaTUTh HA 3TO BpeMeHU. MIcX0d U3 3TOro moayManTe, Kak
ONITUMH3UPOBATH CBOIO padOTy.

"' BHUMAHUE!!!

[To oxoHuanuu paboThl BaM HEOOXOIUMO MPETOCTABUTH HA TIPOBEPKY CETEBOE
000py/I0BaHUE B BBHIKIIFOUEHHOM COCTOSIHUU.

B mob6om cmydae Bce mpenocraBieHHOoe Bamu o0OopynoBanue OyaeT
nepe3arpy>KeHo 3KCIepTaMy Nepesi HaualloM IMTPOBEPKH.

B ciyuae HEBO3MOKHOCTH BXO/J1a B CUCTEMY, BBITIOJHEHUE PA0OTHI SKCIIEPTAMHU
[0 TAHHOM YaCTH KOHKYPCHOTI'O 3aJjaHUsl HE OLICHUBAETCS.

[Ipu  BBIMOMHEHWM  3aJlaHUs  YYTUTE  BO3MOXKHBIC  BHEIITATHBIC
KPAaTKOBPEMEHHBIC WU JTTUTEIbHBIC OTKIIOUEHHUSI DJIEKTPOIHEPTUH.

1. IIpou3BenuTe NOAKIIOUEHHS CETEBOr0 000pyAOBaHUs corinacHo Cxeme 1;

2. 1711 HACTPOMKHU YCTPOMCTB UCTIOIB3YHTE CIEAYIOIINE MapaMeTpsl ceTel (rae
N — HOMEp y4acTHHKA):

a. Cerp Head opuca LAN1: 192.168.N.128/26;

b. Cetp Oduca Branchl LAN2: 192.168.N.0/27;

c. Cerb Oduica Branch2 Lan3: 192.168.N.216/29;

d. Cets ISP: 10.0.N.248/30;

¢. Cerp ynpasineruss MNG: 176.18.N.32/28;

3. Hactpoiite cereBbie agantepsl [IK SERVER cornacao Cxeme 1;

4. N3BecTHO, uTO MapuipyTuzaTop R1 mepeexan u3 craporo oprca KOMIAHUU U
ero [Panpec 10.0.5.254, a norus/maposib KOHCOIBHOTO MOAKII0YEHUS cisco. CorinacHo
npaBuiIaM ONpeJIeIeHUs] UMEH YCTPOMCTB B KOMIIaHUM, Ha30BUTe MapupyTuszatop CO-
Router.

5. VYcranoBute mapoau ¢ (QyHKOMEH TpeboBaHMs WX BBoaa (mpu
HEOOXOIMMOCTH):

- Ha IPUBUJIETUPOBAHHBIN pekuM adminin;

- Ha niepBbIe 3 (Tpu) TepmuHanbHbie TUHUN: SICICO;

- Ha KOHCOJILHOE MOAKJII0UEHHUE: letmeincon;



He 3a0ynpre BKIIOUMTH HIM(poOBaHME Maposiel Ha YCTPOMCTBAX C MOMOUIBIO
CHELHUATbHOTO CEPBHCA;

6. Poytep R2 Obin KymiieH cienManbHO JUIsS MOAKIIOUEHUs: HOBoro ogwuca. Ero
KOHUTypalusi He TPOHyTa M HAXOAWTCA B COCTOSIHMM MO ymojidaHuio. HazoBute
mapmpyTtuzarop ABC-Router. YcraHoBuTe Takue K€ Mapoyid AOCTyla, Kak U Ha
poytepe CO-Router;

7. VI3BecTHO, uyTO KOMMyTaTtophl SW1 nu SW2 taxke mepeexainu u3 craporo opuca
KOMITaHUU, HO UX KoHpurypamuu copomensl. HazoBute ux CO-SW1 u CO-SW2
COOTBETCTBEHHO. Y CTAHOBUTE TAKHE K€ MapOJIM JOCTyIa, KaK U Ha pOyTEPE;

8. Jlng uenTpanu3zoBaHHOTO KoH(purypupoBanus VLAN B kKoMMyTHpyeMOii ceTu
NpEANPUATUS UCI0JIb3yiTe poTokon VTP Bepcun 3; B kauecTBE OCHOBHOIO CEpBEpa
VTP nactpoiite CO-SW1; B kauectBe qomeHa ucnoiabzyite VTPFin.ru; ucnons3yiite
naposib VTPPass qis 3anuter VTP, Tabmuma VLAN fgoimkHa coaepkath ClIeIyOMne
CEeTH:

- ceTb JJokanbHOM cetu LAN1 — VLAN 11, ¢ umenem LANI;

- ceTb ynpasieHuss MNG — VLAN 77, c umenem MANAGEMENT;

- ceTh Hencnoap3yemblx mopToB — VLAN 99, ¢ nmenem DEPO;

9. Hacrtpoiite [P-anpeca kommytatopoB CO-SW1 u CO-SW2 COOTBETCTBEHHO
Cxeme 1. Hcnonszyiite VLAN 77 B KadyecTBE CETHM YIPABICHUS CETEBBIM
obopynoBanueM; B kadectBe HeTarupyemoid VLAN wucnonszyiite VLAN 11. Bee
HEHUCIIOJIb3yeMble HHTepdenchl oTKIIIounTe U riepeBeaute B VLAN 99;

10. Bxorounte nportokosn Oe3omacHocTu port security Ha unrepdeiice fal/11;
Ha3HaybTe MopT kommyTaTopa B VLAN 11; makcumanbsHoe konuyectBoO MAC aapecos
Ha MOPTY MOJBKHO ObITh paBHO 60; MAC anpeca TOKHBI OCTaBaThCA B HACTPOMKaX
MocCJIe mepe3arpy3ku; crocod oTpaboTKK HapyIeHUs: 0€30MacHOCTH — OJIOKUPOBKa 0€3
YBEJIOMJICHUS,

11. Ha xoMmmyTaTtopax u poyTepax Ha BCEX BUPTYAJIbHbBIX JUHUAX UCHOJIb3YETCS
npotokosi SSHv2 ¢ 1024 RSA xmodom, npoctyn mo telnet oTkirodeH mis
NpeI0TBpaAlIeHUs] YTEUKH UH(DOpMaALUK, JJi1 aBTOPU3ALMU UCIOJIb3YETCs JIOKaJIbHas
0a3a naHHbIX ToJsib3oBaTenei. Ilomb3oBatens miist aBropu3auuu udepe3 SSH Ha
yctpoiictBa cisco / SanFranCisco. OH pomkeH o001aaaTh MaKCUMaJIbHBIMU
MPUBWIECTUSAMH; BCE KOMMYTATOPhl U MapIIPyTHU3ATOPhl JODKHBI OBITH B JOMEHE
fincorp.ru;

12. Mexny koMMyTaToOpaMH HEOOXOJIMMO 00€CIeYUTh OTKA30yCTONYHUBOCTH C
MOMOIIIBIO TIPOMIPUETAPHOTO MPOTOKoJIa kKoMmmaHuu Cisco, OPraHU30BaTh arperaiuio
mexay noptamu f0/7-8 na kommyrtatopax SWI1-SW2 ¢ HOMepoMm arperupoBaHHOTO
uHTepdeiica 3;

13. Hactpoiite wunTepdericel MapmpyTtu3atopoB corjacHo Cxeme 1. Ha
untepdeiice GO/1 poyrepa CO-Router peanusyercs texunonorusi RoS (poyrep-Ha-
nanouke). Ucnons3yiite noasinTepdericer g0/1.11 u g0/1.77 nns cerer Lanl u MNG
COOTBETCTBEHHO;

14. Ucnionw3ys cnucku koHTposs goctymna (ACL) obecnieubTe, 4TOOBI y1aJ€HHOE
MOAKIIOYEHHE K MapIIPyTU3aTOPYy ObLIO BOZMOXHO TOJIBKO C KOMITBIOTEPA YYACTHUKA,
HO MPY 3TOM HHMKAaK HE OTPaHUYUBAJIO TpaduK Yepe3 MapuIpyTU3aTop;

15. Hactpoiite nuramuueckyro Mmapuipytuszaunio Ha CO-Router u ABC-Router ¢



ucrnoas3oBanueM mnporokoja OSPFv2 cormacho Cxeme 1, 0OBSIBUTE CETH C
ucnonp3oBanueM md5 kmoua  cisco321  gns mepemaun  OSPF-maketos.
MapipyTuzatopsl JOHKEHBI MOMy4aTh UHGopMaIuio o Bcex ceTsix; 16. Ha obomx
MapuIpyTu3aropax oTkiaounte npotokosa CDP Tosbko Ha moptax B cTopony cetu ISP,

17. Ha Bcex ceTeBBIX YCTPOWCTBaX MAOJKHBI OBITh HACTPOCHBI: BBIBOJ
KOHCOJIbHBIX COOOIICHUI B CHHXPOHHOM PEXKHUME, YTOOBI BEIBOJAMMBIC COOOIIIEHUS HE
pa3pbIBaIM BBOJ KOMaH/ B KOHCOJIH; OanHep «CoobmieHue qHS» (message-0f-the-day)
cieayromiero coaepsxkanusi: « Authorized access only!»;

18. B cereBoil uH(ppacTpyKType cepBEpOM CHHXPOHHU3ALMUA BPEMEHH SIBIISIETCS
CO-Router. Bce ocranpHble ceTeBble YCTPONCTBA JOJKHBI HCIOJIB30BAaTh €r0 B
KauecTBe cepBepa BpemeHu. Hacrtpoiite BpemeHHYI0 30HY ¢ Ha3zBaHuemM MSK,
ykaxute pasHuny ¢ UTC +5 wyacoB. HMcnonb3yiite ctpatym 2. Mcnonb3yitte nis
CUHXPOHU3AIMU KIMEHTOB ayTeHTUuKauo MDS ¢ kirodom timestamp ;

19. Ha CO-Router HacTpoiTe MPOTOKOJI AUHAMUYECKON KOH(PUTYpALIUA XOCTOB
st cett LAN2. YeTpolicTBa JOJDKHBI MOJTy4aTh KOPPEKTHBIEC 1p/netmask u gateway.
Komnerorep BRANCHI-CENTOS nomken nony4dars agpec 192.168.N.13;

20. Jlna TecToBOTO 3amycka mpotokoJsia [Pv6 HeoOXoa1uMo HaCTPOUTH CIIEIYIOIIEE

- BKJIFOYUTH MOAAEpKKy [Pv6 mapmpyTusanuu Ha IBYyX MapmIpyTH3aTOpX IO
npotokosry OSPFv3

- Hactpouth IPv6 angpeca nHa LoopBack 0 wunrtepdeiice CO-Router
2001:765:916:C0::1/64

- mHactpoutb [Pv6 ampeca Ha LoopBack 0 wunrepdeiice ABC-Router
2001:765:916: ABC:1/64 21. C IIK Server momkeH 00ecrieduBaThCs TOCTYI KO BCEM
CETEBBIM YCTPOICTBAM.

21. C TIK Server pomxeH oOecrneuynBaThbCsl JOCTYH KO BCEM CETEBBIM
YCTPOMCTBAM.

Moayas 2. Konpurypauusi cepBucoB u ciay:xx0 Ha 0aze OC
Microsoft Windows Server 2019

[Ipexne, yem IpUCTYNUTh K pabOTe BaXKHO:

- O3HAKOMUTBCS CO cxeMor nmoakaoueHus Cxema 1;

- BHUMATEJIBHO u HEJIMKOM npouunTtars 3aiaHue;

- He 00s13aTeNIbHO BBIMOJIHATH IMYHKTHI 3aJlaHUsl TI0 OYEpPEe/Id, a TaKXKe 3aJaHue
eJMKOM, Bam MOkeT He XBaTUTh HA 3TO BpeMeHU. MIcXoas U3 3TOro noyManTe, Kak
ONTUMHU3UPOBATH CBOIO padOTYy.




"' BHUMAHUE!!!

[To oxoHyanuu paboTel BaM HEOOXOIMMO IPEOCTABUTH HA TIPOBEPKY CETEBOE
000pYIOBaHUE B BHIKIIIOYEHHOM COCTOSIHHU.

B moboMm cnyuae Bce mpenocTtaBieHHoe Bamm oOopynoBanue Oyner
nepe3arpy’keHo KCIIepTaMH Mepe] Ha4aaoM MPOBEPKH.

B cirygae HeBO3MOXXHOCTH BXOJIa B CHCTEMY, BBITIOJTHEHUE PAOOTHI SKCIIEPTAMH
T0 IaHHOM YacTH KOHKYPCHOTO 33J]aHus HEe OLICHHBACTCH.

[lpy  BBHIMONHEHWM  3aJaHWS ~ YYTHUTE  BO3MOXKHBIC
KPAaTKOBPEMEHHBIC HJIH JJTUTEIbHBIC OTKIFOUCHHS JICKTPOIHEPTHUH.

BHCIITATHBLIC

15. Hacrtpoiite mnapamerpel BIOS komneiotrepa pns  padorst ¢ I1O
BUpTYyaiu3auy; Y craHoBka u Hactpoiika OC cemeiictBa Windows

16. Ycranosute ITO Vmware Workstation;

17. Coznaiite BM co cnen. napamerpamu: umsi BM — HEAD-DC; BupTyanbHbIii
IucK B BUJe onHoro ¢aitna oobemom 40 ro; oowem OII 4 10; 4 sapa mpoiieccopa;
BuptyanbHbld Intel VT-X/EPT wnun AMD-V/RVI; Tun noakirodeHHs CETEBOro
agantepa — VMnet(0 (aBTomocCT);

18. VYcranoBure OC Windows Server 2019;
Administrator: Ab?Admin;

19. 3anaitte ums cepsepy - HEAD-DC; nHacTpoiitTe ceTeBbie mapaMeTphl COTIacHO
Cxeme;

20. Cnenaiite cepBep kKoHTposuiepoMm gomeHa - AbiVolgograd.com. Cosznaiite
OpraHu3aIMOHHBIC ¢IMHUIIBI, TPYIIIbBI K MoJb30BaTecH B qomene AbiVolgograd.com
COTJIaCHO Ta0JIHIIE:

Mapoyib Y4YETHOM 3amucu

Yusanuceh | Ilapoas | IloapasaeneHue DPUO YJieH rpynnsl
admin Al123456 | HEAD/Admins Denis AJMUHHUCTPATOPHL;
(cpox Korolev AJMUHUCTPATOPHI
JIEUCTBUS JIOMCHa;
apojs He AJIMUHUCTPATOPBI
OrpaHUY€eH) IPEANPUATHS
Userl Al1234567 | HEAD/Sales Valera ITone3oBarenu
(3anpeTuTh Murovec JIOMEHa;
CMEHY HEAD_Sales
napoJss
[I0JIb30BaTe
JEM; CpOK
NENUCTBUSA
napojsi He
OTrpaHuyYeH)
User2 A!345678 | HEAD/Managers Anton [Tonp3oBaTenun
(3ampeTuTh Pavlovich | nomeHa;
CMEHY HEAD_ Managers




naposist
MIOJIB30BATE
JeM; CpOK
JIEUCTBUSA
napoyisi He
OTpaHUYECH)

User3 Al456789 | BRANCH1/BO_IT | Alesha [Tonw3oBaTean
(3anpeTuTh petrov nomeHna; BO1 IT
CMEHY
napoJs
M0JIb30BaTe
JeM; CpOK
JNEUCTBUS
napoysi He
OTpaHUYECH)

User4 Al457891 | BRANCH1/BO_Sa | Mikhail [Tomp3oBaTeMH
(3anpetuts | les Voronov JIOMCHa;
CMEHY BO1 Sales
apoJIst
MI0JIb30BaTe
JEeM; CpOK
JNEUCTBUS
napoysi He
OTpaHUYECH)

21. Ycranoure u Hactpoiite ciyk0b1 DNS u DHCP s cetu LANI1. Ciyx0a
DHCP pomxHa umeTh myJ1 u3 7 (ceMH) aipecoB, HaUMHas ¢ 16-ro 1OCTYIMHOro aapeca
u3 cetu LANI1, uckmovas 4 u 5 aapec; 3-uit anpec nuanazona DHCP noiken ObITh
3apesepBupoBad A1 MamHel HEAD-RDS. B onmusx n10mkHO iepeiaBaTbCsi TOIBKO
o3 1 DNS cepsep

22. Hactpoiite 30Hy nipsiMoro u ooparroro npocMmoTpa DNS, a takxe q100aBbTe
HeoOxoaumbie 3anmucu (A) nist ceppepoB. CKOHPUTYpUPYHTE MEPECHUIKY Ha ajpeca:
1.1.1.1 n 8.8.8.8;

23. Cozpnaiite BM co cnen. napametpamu: umsi BM — HEAD-RDS; BupTyanbHblii
JTUCK B BHUJE ogHOTO (haitna oo6bemom 40 ro; oobem OII 4 16; 4 siapa mporeccopa;
BuptyanbHbld Intel VT-X/EPT wnu AMD-V/RVI; Tun nonakirodeHus: CETEBOro
azjanrepa — CETEBOM MOCT;

24. VYcranoute OC Windows Server 2019 mnaponb ydeTHOM 3amucu
Administrator: Ab?Admin ;

25. 3amaiite wums cepepy - HEAD-RDS; OC nomkna mnoiydarth
3apesepBupoBanHbIil [P-anpec or MAIN-DC cornacno Cxewme 1;

26. Beemute cepsep B momen AbiVolgograd.com.ru. B cTpykType momena
nepeMectuTe ero B noapasaeneaue HEAD;

27. Ha cepBepe HEAD-RDS ckondurypupyiite: - TepMUHAIBHBIN CEpBEP C
JUIIEH3UPOBAHUEM TI0 KOMIIbIOTEpaM (UCIOJIb3YWTEe BPEMEHHYIO JUIEH3HIO); - BEO



noctyn RemoteApp k cinyx0aM TEpMHHAJIOB cepBepa; - MyOJMKALUI0 MPOrpaMMBI
«WordPad» na Be6-noptanie RemoteApp mis Bcex corpyanukon otaena BO IT.

28. ObecnieubTe oTKa3zoycroitunBoe xpanunuiie Ha cepsepe HEAD-DC coznas
3epKaJbHBIN peiif, 1o6aBuB 1Ba qucka no 2GB. Ha3znauste emy OykBy D:

29. Ha cepsepe HEAD-DC co3maiite cereBble Mamnku, HaCTpOWTe (UIBTPHI
OTOKUPOBKH (DAMITOB (3aMIPETUTH XpaHEHUE (PaiiIoB ayArO U BUCO) B COOTBETCTBHH C
TaOIULIEH:

IManka I'pynnsi ¢gaitios ais KBoTnpoBanue
0JIOKMPOBKH
D:\Folders\overall daiipl Ay M0 U BHJICO; o 50 Mb
D:\Folders\IT - Jlo 150 Mb

30. HactpoliTe W TpUMEHUTE TPYNIOBBIC MOJIUTHUKUA K TIOJIb30BATEISIM U
KJIMEHTCKUM pabO4uM CTAHIIUSIM JIOMEHA!

31. Co3znaiiTe MOJHUTHKY YYETHBIX 3alMCEH IJIsi BCEX IMOJb30BaTENECl JOMEHa
AbiMoscow.com:

- BECTH JKypHaJI apoJieu - 7;

- MAKCUMAJILHBIN CPOK JeicTBUA mapois - 60;

- MapOJIb TOJKEH OTBEYATh TPEOOBAHUSM CIIOKHOCTH - BHIKJIFOUEHO;

- MUHUMAaJTbHAS JJTMHA TTapoiis — §;

- POJIOJKUTEIIBHOCTh OJIOKMPOBKH YUETHOM 3aIlUCH - O;

- IOPOTOBOE 3HAUYCHUE OIOKUPOBKH - 3;

- BpeMsi 10 cOpoca cyeTuynka OJIOKUPOBKH - 2;

32. Jlo6aBbeTe nonb3oBateneit otaeasa BRANCH1/BO _IT B nokanbHyt0 Tpynmy
aIMUHUCTPATOPOB JJISI BCEX KOMITbIOTEPOB (HOYTOYKOB) ToMeHa AbiMoscow.com;

33. IloxkirounTte ceTeBbie AUCKU cOTpyaHuKaMm otnesnoB Sales u IT, nazHaubTe
oykBy G:

34. BxirounTe yJaajaeHHbBINH pad0oumii CTOJT HAa BCEX KOMIBIOTEpaX, HAXOISIIHXCS
B (punmane (Branchl)

Moayas 3. Konpurypauusi cepBucoB H Ciay:k0 Ha 0a3se
aucTpuOyTuBoB Linux - Debian 10 u CentOS 8

[Ipex e, 9eM IPUCTYIUTh K pab0Te BaXKHO:

- O3HAKOMUTKCS CO cxeMo nmoakatoueHus Cxema 1;

- BHUMATEJIBHO u HEJIMKOM npouunTtars 3aiaHue;

- He 00s13aTeNIbHO BBIMOJIHATH IMYHKTHI 3aJlaHUsl TI0 OYEpEe/Id, a TaKXKe 3aJaHue
LEeJIMKOM, Bam MOKET HE XBAaTUTh HA 3TO BpeMeHU. Mcxoas u3 3Toro nogyMamnre, Kak
ONTUMHU3UPOBATH CBOIO paboTYy.




"' BHUMAHUE!!!

[To oxoHyanuu paboTel BaM HEOOXOIMMO IPEOCTABUTH HA TIPOBEPKY CETEBOE
000pYIOBaHUE B BHIKIIIOYEHHOM COCTOSIHHU.

B moboMm cnyuae Bce mpenocTtaBieHHoe Bamm oOopynoBanue Oyner
nepe3arpy’keHo KCIIepTaMH Mepe] Ha4aaoM MPOBEPKH.

B cirygae HeBO3MOXHOCTH BXOJIa B CHCTEMY, BBITIOJHEHUE PaOOThI SKCIIEpTaMH
T0 IaHHOM YacTH KOHKYPCHOTO 33J]aHus HEe OLICHHBACTCH.

[lpy  BBHIIONHEHWM  3aJaHWsT  YYTUTE  BO3MOXHBIC  BHEIITATHBIC
KPAaTKOBPEMEHHBIC HJIH JJTUTEIbHBIC OTKIFOUCHHS JICKTPOIHEPTHUH.

8. Ycranosure I10 Oracle VirtualBox;

9. Coznaiite BM co cnen. mapamerpamu: umsi — BRANCH1-DEBIAN; 06nem OII
— 1 r0; nuHaMUYHBIA BUPTYyanbHBINA kecTkuil auck VDI o6bemom 10 r0; BKIIOUYEH
PAE/NX; Tvn noK/II0YEHUs CETEBOTO ajjanTepa — CETEBOM MOCT;

10. VYcranoButre Ha BupTyanpHylo MammHy OC Debianl0 (mapons
cynepronb3oBaTeis: root!; mosHoe wuMs Tonb30oBaTeNs: userl; maposb Ais
noJsib3oBarestst userl: roottoor!)

11. 3anaiite ums xomnbeioTepa: BRANCHI-DEBIAN; 12. M3menute DNS-
cypdukc s JaHHOW MaIllMHBI HA russia.ru;

13. YcranoBuTe napodib Ha Cyreprioiab3oBaresns Foot: roottoor

14. Hactpoiite ceteBoit mHTEpderic cormacHo Cxeme.

15. Jlob6aBbTe /i Tekyiero cereBoro unrepgeiica alias ¢ IP cornacuo Cxeme;

16. Cospaiite monp3oBareneit user-1N, user-2N, user-3N (rme N — HOMeEp
YYaCTHHKA) MapoIl cOOTBETCTBEHHO: R1654321 R!1765432 R187654 ;

17. Cozpnaiite rpymniy ablmpx u 1o6aBbTe B Hee nmosb3oBaTens user-2N (rae N —
HOMED YYaCTHHKA);

18. IlponummuTe B CHUCOK pEMO3UTOPUEB I CKAuMBaHUS CBOOOIHO
pactipoctpansiemoro I1O cepBep http://mirror.abimoscow.ru/deb/ ¢ HauGosbIIM
MPUOPUTETOM, TICEBIOHUMOM penu3a wheezy W kKoMrmoHeHToM main. [Ipomummre
3aMKCh Kak Ha OWHAPHBIC MTAKETHI, TAK U HA TTAKETHI C HCXOAHBIM KOJIOM.

19. VcranoBute web-cepBep Apache. 3aMeHuTe CTapTOBYIO CTpaHUILY
(craproBas ctpanuma nowkHa coaepxkath TOJIBKO coobmenue «Abilympics
Russia»);

20. 3arpy3uTe B BUPTYaJIbHYIO cpeay roToBbiii 06pa3 OC CentOS 8. {15 Bxo1a B
CHUCTEMY HCIIOJB3YUTE JIOTHH/TIapoJIb root/ roottoor;

21. 3anarite ums kommbroTepa: BRANCHI1-CENTOS;

22. YcTaHOBUTE MAapoJib HA CyNEPIIOIb30BaTEIIs root: toormoscow;

23. Hactpoiite cereBoit untepdetic cornacHo Cxeme;

24. U3menute DNS-cyddukc s faHHOW MalllMHBI HA russia.ru;

25. PaszpemmTe ypajleHHOE MNOAKIOYEHHME 10 mnpotokony SSH nma
CYIIEpIOJIb30BaTeIA 100t

OcoOble VKa3aHUS:




Yto MO)HO?

Jlis BBIMOJTHEHHUS KOHKYPCHOTO 3a/laHusl KaXKIbli yYaCTHHUK HMMEET IMpPaBo
UCIIOJIb30BaTh CBOIO KOMITBIOTEPHYIO KJIABUATYPY W/UIIH CBOIO KOMIIBIOTEPHYIO MBIIIIb.
JlaHnHblEe YCTpPOWCTBA HE JTOJDKHBI UMETh BCTPOCHHBIX MeXaHU3MOB mamsTH. [lepen
HAYaJlOM YEMIIMOHATa OJKCIEPThl, Ha3HaueHHBbIE [JIaBHBIM DSKCIEPTOM, JIOJKHBI
YAOCTOBEPUTHCS B TOM, YTO B JJAHHBIX YCTPOICTBaX HE MPEIyCMOTPEHBI MEXaHU3MBI
XpaHeHus: ”HOpMaIuu.

Y10 HEIB3s1?

K mpoHocy 3ampemiaroTcsi Takue 3JIEKTPOHHBIE YCTPOMCTBA KaK MOOWIbHBIC
tenedoHbl, cMapTQOHBI, IUIEEePhbl, HAYIIHUKH, IUKTO(OHBI, KaMepbl, HOYTOYKH,
IJIAHIIETHBIE KOMIBIOTEPHl W MPOYHE IEepPCOHAIbHBIE AJIEKTPOHHBIC YCTPOWCTRA.
JlaHHBIE YCTpOWCTBA JTODKHBI XPAHUTHCA B CIICHMAIBHOM ITOMEIICHHH B TEUCHHE
KaXXJ1I0T0 KOHKYPCHOTO JTHSL.
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2.5. Kputepuu o11eHKH BbINIOJTHEHUS 3aIaHUS.

HaumeHnoBanue 3ananue MakcumMaibHbI i
MOIYJIA 0as
Monyns 1: Kornduryparus | YaacTHUKA JTOJIKHBI
CETEBOT0 yOeIuThCS B TOM, UTO BCE
TEJICKOMMYHUKAIIMOHHOTO | HACTPOMKKM  HAa  BCEX
000pynoBaHUs yCTpoOMcTBax nocJie 40
nepe3arpy3Ku BCETO
o0opynoBaHuUs
(GYHKITMOHUPYIOT
Monyns 2: Kondurypanus | YyacTHUKA JIOJIKHBI
CEPBUCOB U cIy>k0 Ha 0a3e | o0ecreyuTh HaJIU4he M
OC Microsoft Windows | GyHKIIMOHUpOBaHME B 30
Server 2019 COOTBETCTBHH C 3aJaHUEM
coyx0 U ponell Ha
yKa3aHHBIX BHUPTYaJTbHBIX
MaITuHax
Monyns 3: Konpurypanus | YyacTHUKH JOJKHBI
CEPBUCOB U cIy>k0 Ha 6a3e | 00ecreyuTh HaJIU4ue W
auctpuOyTuBOoB Linux - | GyHKIIMOHUPOBAHUE B
Debian 10 u CentOS 8 COOTBETCTBHHM C 33JJaHUEM 30
cryx06 W poiell Ha
yKa3aHHBIX BHUPTYaJIbHBIX
MalIuHax
HUTOI'O: 100
Moayas 1: Kondurypauusi cereBoro TeJeKOMMYHUKANHOHHOIO
000py10BaAHUA
3ananue Ne | HammenoBanume | Makcum | O0bekT | Cy0bekTH
KpuTepus aJIbHbI € | MBHas BHA A
0aJJibl | OllEHKAa | OIeHKAa
(0anawl) | (0asIBI)
Konduryparmms 1. | lonkmrouenue 2 2
CETEBOTO CETEBOTO
TEICKOMMYHHUKAITN o0opyaoBaHUs
OHHOT'O 2. | bazoBas Hactpoiika 2 2
o0opyaoBaHus MapIIpyTH3aTOpa
R1
3. | bazoBas Hactpoiika 2 2
MapuIpyTH3aTOpa
R2
4. | bazoBas HacTpoika 1 1




kommyTaTopa SW1

5. | bazoBas HacTpoiika 1 1
KommyTaTopa SW2

6. | Hactpoiika VTP 3 3

7. | Hactpoiika 2 2
yIaJICHHOTO
noctyna CO-Router

8. | Hactpoiika 2 2
yIaJICHHOTO
JOCTyTa TGO-
Router

9. | Hacrpoiika 3 3
yIaJICHHOTO
noctyna CO-SW1

10. | Hactpoiika 3 3
yAaJIEHHOTO
noctyna CO-SW2

11. | Hactpoiika 2 2
MIPOTOKOJIA
Oe3omnacHocTH  port
security

12. | Hactpoiika criickoB 2 2
KOHTPOJIS IOCTYTa

13. | Hactpoiika 2 2
arperaiuu KaHajos

14. | Hactpoiika 3 3
MapuIpyTH3alUN

Vlan (RoS)

15. | Hactpoiika 2 2
TUHAMHYECKOH

MapIIPyTHU3ALAN
OSPF

16. | Hactpoiika NTP 2 2

17. | Hactpoiika DHCP

N
N

18. | IPv6 2 2

MapLIPyTU3ALIHS

19. | Obmas 2 2
paboToCIOCOOHOCT
b CETH

HUroro: 40

Moayab 2: Kondurypamus cepBucoB u ciay:xk0 Ha 0aze OC
Microsoft Windows Server 2019




3ananue Ne | HaumenoBanme | Makcum | O0bekT | Cy0ObekTH
KpuUTepus aJIbHbI € | MBHAaA BHA A1
0aJJbl | OllEHKA | OLEHKA
(0asubl) | (0asJIBI)
Kondwuryparus 1. | Hactpoiika 3 3
CEPBHCOB U CITYXkKO CUCTEMBI
Ha 0aze oC BUPTYIU3ALUHU
Microsoft 2. | YcraHoBka u 10 10
Windows  Server HACTpOiika cepBepa
2019 DC-C
3. | YcranoBka u 4 4
HacTponKa
daiiaoBoro cepsepa
4. | YcraHoBute u 4 4
HACTPOMTE CITY>KOBI
DNS u DHCP
5. | Hacrpoiika U 4 4
IpUMEHEHHUE
IPYIIIOBBIX
MOJIUTUK
6. | YcranoBka u 5 5
HACTpOMKa cepBepa
RDS
Hroro: 30
Moayas 3: KoHdpurypauuss cepBucOB U Ciay:k0 Ha 0a3se
aucTtpuOyTuBoB Linux - Debian 10 u CentOS 8
3aganue Ne | HammenoBanme | Makcum | O0bekT | Cy0bekTH
KpUTEepus aJIbHBI € | MBHAafA BHA s
0a/uIbl | OLlEHKA | OLIeHKAa
(0anawl) | (0asIBI)
Koudurypanms 1. | Hactpoiika 2 2
CEpPBUCOB U CITyXO CHUCTEMBI
Ha 0aze BUPTYJIU3ALIH
IUCTPUOYTUBOB 2. | YcraHoBKa u 6 6
Linux - Debian 10 HaCTpOWKa oC
u CentOS 8 Debian
3. | Hacrpotika 6 6
MOJIB30BaTEIIE U
TpyHII
4. | Paborta c 6 6
PEIO3UTOPHUSIMH




5. | YcranoBka u 5 5
HaCTpoWKa oC
CentOS
6. | YcraHoBka u 5 5
HACTpOMKa cepBepa
RDS
Hroro: 30

3.1lepeyeHb HCHOJB3yeMOro O0OPYAOBAHMSI, MHCTPYMEHTOB M
PacXOAHbIX MATEPHAJIOB.

OBOPYJIOBAHUE HA 1-I'0O YYHACTHHKA

Qbopyoosanue, uncmpymenmsl, I10, medens

N | Haumenoeanue Domo Texuuueckue Eo. Heoox
n/n obopyoosanusn XapaKmepucmuKu uzmepe | ooumoe
y 0bopyooeanus, HUA KO0J1-80
UHCMPYMEHM | UHCHPYMEHMO8 U CCHUIKA HA
a, Wil Meoenu caim npouseooumens,
HOCMAGU{UKA




[TK Intel Core 15 unu OvIcTpEE, HITYK
16GB RAM u Gonee, 256GB
SDD u 6onee, COM (RS-232),
3 Ethernet NIC, OC
WINDOWS 10.
2 Monutop @ 22 moiiMa 1 Golee MITYK
3 KommbrotepHas USB MITYK
MBILIb
4 KnaBuatypa USB MITYK
(g He3pAIUX
Y4aCTHHKOB
bpaiins)
5 Kabens kabenb koHconbHBIN CISCO ITYK
KOHCOJIbHBIN
6 KommyTtatop Cisco 2960 HITYK
UL
7 Mapmpyrtuzaro Cisco cepun 29xx HITYK
: a8
8 YV ITHHHATENE 220B, 3 metpa, 6 po3eTok LITYK
9 NBII He menee 1000 VA HITYK
10 | [TaTu-xopa UTP 5e, 10 meTpoB LITYK
11 | ITaTu-kopa UTP 5Se, 2 MeTpa HITYK
13 | OC Windows ISO o6pas3, Ha pabodem cTosie | MITYK
Server 2019 1K ygacTtHuKa

Standart (en)




14 | OC Windows 10 npexaycranosieH Ha [IK IITYK |
Enterprise (en) y4acTHHUKA
15 | OC Debian 10 [SO o6paz, Ha paboyeM cTolIe | IITYK |
(en) [1K yuacTHUKa
16 | OC CentOS 8 [SO o6paz, Ha paboyeM cTolIe | IITYK |
(en) [1K yuacTHUKa
17 | Putty [IpenycranorneH Ha [1IK ITYK 1
ydacTHHKa, Ha pabo4eM cTome
[TK yyacTHuUKA.
18 | Oracle Maiin ycTaHOBKH Ha pabodeM | MITYK 1
VirtualBox cTOlIe
19 | Vmware (aiin ycraHOBKHU Ha pabodyeM | IITYK 1
Workstation cTOIIe
20 | Cron 1400x700 MM MTYK 1
21 | Cryn .- OducHbrii IITYK 1
PACXOJHBIE MATEPHUAJIbBI HA 1 YHACTHHUKA
Pacxoonvie mamepuaibt
Ne | Haumenosanue Domo Texnuueckue Eo. Heoox
n/n Pacxoonbix Xapakmepucmuku umepe | ooumoe
Mamepuanoe obopyoosanus, HUA K0/1-60
HHCHMPYMEHMOE U CCHLIKA HA
caitm npou3gooumens,
HOCMAaGUW{UKA
1 | bioknot A5 . A5 (32 nucra) IITYK |
2 | Pyuka \\ [[TapukoBBIEe HIIA TeTHEBbIE ITYK 2
N
3 | Kapanpam / ITpocroit TM ITYK 2
4 | Jlnctel A4 D IITYK 10

PACXO/HBIE MATEPHAJIbI, OBOPYJIOBAHHE U HHCTPYMEHTDI,
KOTOPBIE YYHACTHHKH TOJIKHBI UMETD IIPH CEBE (npu HeoOxoaumocTH)

1]

B naHHOM KOMIETEHIIHU He MpecayCcMOTPCHO




ILIOIIAJIKE

PACXO/IHBIE MATEPHAJIBI H OBOPYJIOBAHHUE, 3AIIPEHNIEHHBIE HA

Mo0OuiibHbIif Tenedon niu
Apyroe aHaJIOTUYHOE
AJIEKTPOHHOE YCTPOHCTBO

JOHNOJIHUTEJIBHOE OEOPY,[[OBAHHE HHCTPYMEHTbBI KOTOPOE MOMKET

IMPUBECTH C COBOM

YYACTHHK (npu HeodXxoaumocTH)

Ne | Haumenosanue Domo Texnuyeckue Eo. Heoox
n/n Heodxo0uMo20 Xapaxmepucmuxu umepe | ooumoe
obopyoosanusn odopyoosanus, HusA K0J1-80
, HHCMPYMEHMO8 U CCOLIKA Ha
UHCMPYMEHm caitm npou3eooumes,
a, uau mebenu nocmagu{uka
1 CpencTBa peaOUITUTALIMHA TI0 HO30JIOTHSAM,
KOTOpBIC YHaCTHUK HCIONB3YeT MOCTOSHHO,
HanpHMep, 3BYKOYCHITMBAIOII[as annaparypa
HUHIMBHAYaIbHOTO [10Ib30BaHu (IIporpaMMy
NVDA, knapuatypy ¢ kogom bpaiins mius
He3psA4HX, CIyXOBOH aNmapar i y4aCTHHKOB C
npobieMaMu ciyxa)
OBOPYJTOBAHMHME HA 1-1'0O 9KCIIEPTA (npu HeodxoaumMocTH)
Qbopyoosanue, 110, medens, uncmpymenmasl 011 IKCnepma
Ne | Haumenosarnue @omo Texnuueckue Eo. Heoox
n/n He00X00uMo20 Xapaxmepucmuxu uzMepe | 00uMoe
odopyooeanusn obopyodoeanus, HUsA K0J1-680
, HHCHPYMEHMO8 U CCHLIKA Ha
UHCMPYMEHM caiim npou3eooumes,
a, uiu mebenu nOCMasuWuKa
1 | Cryn l Od¢ucHprit HITYK 1
2 | KommyTaTop Cisco 2960 HITYK 1/Bcex
-
3 | Mapuipyrusaro A Cisco cepum 29xx HITYK 1/Bcex
p
Kabenn 3 s Kabenpb koHCONMBHBIN Cisco HITYK 1/Bcex
KOHCOJIbHBIH
K g ITK wiu HOyTOYK, HITYK 1/Bcex
BBICTYIAIOIINI B Ka4ecTBe
cepBepa
UBII - He menee 1000 VA LITYK 1/Bcex
13 | IlleTka 1 coBOK i/i LITYK 1/Bcex
14 | Yanunaurens . 220B, 5 meTpoB, 6 po3eTok HITYK 3/Bcex




15 | Knemu nns Telecom HT-500R MITYK 1/Bcex
o00xumku UTP (https://www.mediamarkt.ru/ite
Kabes m/1340498/telecom-ht-500r-
kleshhi-dlya-obzhima)
16 | IIK [1K wim HOyTOYK TYK 1/Bcex
17 | llpunaTep % JlazepHblit MITYK 1/Bcex
18 | Gnumuaapr Ha ycmoTpenne opraauzaropa | mITYK 1/Bcex
Tectep cereBoii TectupoBanue kabens Tuna MITYK 1/Bcex
8P8C RJ-45 ’ UTP (Cat 5, Se, 6)
[Tatu-kopa 8P8C RJ45 Kabens UTP Cat. MeTporR | 50
S5e 24AWG 4P
KoHHeKkTOpHI 2 Konuekrtoper RJ45 MTYK 100
RJ45 I
PACXO/HBIE MATEPHAJIbBI HA 1 Dxkcnepra (npu He00X0AHMOCTH)
Pacxoonsie mamepuaisl
Ne | Haumenosanue Domo Texnuueckue Eo. Heoox
n/n PacxooHbIx XapakmepucmuKu uzMepe | ooumoe
Mamepuaios obopyoosanus, HUA Ko1-60
UHCHIPYMEHMOG U CCHLIKA HA
caiim npou3eooumens,
NOCMABU{UKA
1 | Pyuka b [ITapukoBasi unu renueBas HITYK 1
CUHSIS
2 | biokHoT A5 (32 nucra) ITYK 1
3 | Memwku nox 120 — 180 nuTpos HITYK 10
Mycop
4 | XoMyThl https://leroymerlin.ru/product/h | mryk 50
KaGenbHble omuty-kabelnye-2-5h200-mm-
2.5x200 cvet-belyy-100-sht-81927654/
10 | YmakoBouHas &z [Mupuna 48 mm ummnHa 50 HITYK |
KJIeiikas IeHTa e METpOB
11 | HoxHuisl | | Jimuna 100 mm ITYK 2
12 | Kannensipckwuii : HITYK 1
HOX \
~w
by | bymara — A4, 500 nmucroB ¥ 2
Ma 5 P
i ; ;%;..
9. | Pyuku [ITapukoBBIe WU TeTHEBEIE, . 2

MUHUMYM 4 11BeTa




[IEPBOI TOMOIIH

0. bymara nns Ha ycmotpenue opranusatopa | nuctoB | 20
(dbumyapra
1. Mapxepel 115 Ha ycmotpenue opranusaropa | IITYK 4
(dbaumaapra ;
I[BETHBIE
2. Qaiiner A4 IITYK 100
3. CkopocumBaren | Ayql == IITYK 10
b 115 (haiiyioB N
A4 s
OBIHIAA HHOPACTPYKTYPA KOHKYPCHOMU IVIOINAJIKH (npu
He00X0/IHMOCTH)
Jononnumensuoe odopydosanue, cpeocmea UHOUBUOYATbHOU 3aU{UM bl
Ne | Haumenoeanue @omo Texnuueckue Eo. Heoox
n/n He00X00UM020 Xapakmepucmuku uzmepe | ooumoe
odopyoosanusn obopyoosanus, HusA K0J1-80
, cpedcmea HHCMPYMEHMO8 U CCHLIKA HA
UHOUBUOYAIbH caiim npouszgooumeins,
ou 3auiumol nocCmasmwuKa
I | Oruerymmurens = Ha yecmoTpeHue opranusatopa | IITYK 2
YIJIEKUCTOTHBIH
2 | bak mop 120 — 180 nuTpos IITYK 2
00pe3kH
(mycop)
18 | Bemanka Munumym Ha 10 eguHUI IITYK |
rapepoOHas . OJ1eXK/IbI
=
19 | Cron | 1400x700 mm wryk | 4
20 | Cryn ‘ OdmcHbrii IITYK 5
21 | Cron 880x880x760 MITYK 2
[IeperoBOPHEI
30 | Anreuka Ha ycMmoTpenue opranuzatopa | HITYK |

KOMHATA YYACTHHUKOB (npu Heo6xoaumMocTH)

OobopyaoBanue, medesib, pacxXoHble MATEPHAJIBI (IIPH HEODXO0IHMOCTH)




Ne | HaumeHoBaHue doTo Texunueckue En. Heobx
n/n HE00X0HMOT XaApPaAKTePHCTHKH H3Mepe | oauMoe
0 00opya0BaAHMSL, HHSA KO0JI-BO
000pYI0BAHH | HHCTPYMEHTOB H CChLIKA HA
A1 HJTH caiiT npou3BoAUTEISI,
HHCTPYMEHTA, MOCTABIIHKA
HJIH MeOeJIH,
HJIH
PACXOAHBIX
MaTepHAJIOB

JAOHNOJIHUTEJIBHBIE TPEBOBAHHUSA K INTOIAJIKE/KOMMEHTAPHHA

KoanuyecTBO TOYEK JIEKTPONMUTAHHA H HX XAPAKTEPHCTHKH, KOJIHYE€CTBO TOYEK
HHTEepHETa H TpEﬁOBﬂHHH K HEMY, KOJIHYE€CTBO TOYEK BOAbI H TpeﬁOBaHHH (I‘Opﬂ‘lﬂﬂ,

5, 10, 15 metpoB)

X0J10/1Has)
Ne | HaumenoBanue Doto Texnuueckne En. Heobx
n/n HeoOXoauMor XapAKTePHCTHKH n3Mepe | oauMoOe
0 odopyaoBaHus, HHA KO0JI-BO
000pY/1I0BAHH | HHCTPYMEHTOB H CChLIKA HA
A WJIH caiiT npou3BoOAHTE/IS,
HHCTPYMEHTA, NOCTABIIHKA
i mebesn
1 DneKTpUIeCcTBO 220 BonsT 6 po3erok 1 KBT
Ha | mocT o
y4acTHHKA
2 DNeKTpU4ecTBO 220 BonbT 2 po3eTKH 2 KBT
JUISl DKCIIEPTOB
3 Nurepuer WIFI Munaumym 20 Mout/c
4 PeseprHBIit 1 IIK, 2 xommyTaTopa, 2 MTYK |
KOMILICKT MapLIpyTH3aTOpa U T. [I.
obopynoBaHus
y4acTHHKA
CrakaHbl [TnacrukoBsie 200Mm IITYK 100
OJTHOpa30BbIE
)
Kynep Kynep nns OytunupoBaHHoOiM ITYK |
== BOJIBI
i
Bona . byrunupoBanHas Boaa Juis IITYK 2
- KyJiepoB 19 nurpoB
5 [TaT4-xopa UTP Se, paznu4noii JiauHEel (2, | WITYK 20




4. MuHUMAJIbHbIe TPEOOBAHMSI K OCHAILEHUIO PA00YUX MeCT C Yy4eTOM
BCEX OCHOBHbIX HO30JI0T U

HaumenoBanmue | Ilmomans, | llupuna | CneunajansupoBaHHoe

HO30J10TUH M.KB. npoxojaa o0opyaoBaHue,
MeEKIYy KOJIMYEeCTBO™
padouumu
MeCTaMH,
M
PaGouee 4 0,75 Pananoxiacc,
MECTO Y4YACTHHKA C ayTMOTEXHUKA
HApyLIeHHEM CJIyXa (aKyCTHYECKHUI YCHITUTENb
Y KOJIOHKH)
Pabouee MecTo | 4 0,75 TexcToBoe OITCaHue
Y4aCTHHKA c KOHKYPCHOTO 3aJ]aHus
HApyuIeHHeM 3peHust JIOJKHO OBITH
PEAOCTABICHO B

JIOCTYITHOM JIJIsl HHBAJIHJIOB
0 3pEHHI0  BHUIE. B
IJIOCKOIIEYaTHOM (c
KPYITHBIM pazMepom
mpudTa, YUYUTHIBAIOIIAM
COCTOSIHHE€  3PUTEIBHOTO
aHaJIM3aToOpa Yy4YacTHUKA C
OCTaTOYHBIM 3peHueEM),
mpudTom bpaiing uaum B
JJIIEKTPOHHOM  BUJE B
dbopmare Microsoft Word
JUTSI TPOUYTEHUS C TOMOUIBIO

crnenuaabHOM
KOMIIBIOTEPHOW TE€XHUKU U
MIPOrPAMMHOTO
obecricueHus. PaGouce
MECTO y4acTHUKA c
HapylIeHUEM 3peHHUs
cleayer OCHACTHUTh
epCOHAIBLHBIM

KOMITBIOTEPOM € OOJIBIIUM
MoHuTopom (19 - 24"), ¢
IPOrpaMMON  DKPAHHOTO
JocTyna JAWS,
MPOrpaMMOU  DKPAHHOTO
yBenuuernsi MAGic) wu




JUCILIIEEM, UCTIONB3YOIUM
CUCTEMY bpaitnsa
(penbepHO-TOUECUHOTO
mpudra). Heobxoammo
PEIOCTAaBUTh aymy,
AamMIy-nyny (HacTOJBHYIO
WIn HaIoJIbHY10),
OpailIeBCKYIO JTMHEHKY.

Pabdouee MeCTO

Y4aCTHUKA
Hapymenuem OJIA

C

0,75

[IepconanbHbI
KOMIIBIOTED, OCHACTHUTH
BBIHOCHBIMU
KOMITBIOTEPHBIMU
KHONIKAMH ¥ CHEHHAIbHOU
KJIaBUATypPOU;
MEPCOHAIBHBIN
KOMIIBIOTED, OCHACTUTh
HOXHOW WJIM TOJIOBHOM
MBIIIBIO W BHUPTYaJbHOU
SKpPaHHOW  KJIaBUATypOW,
MEPCOHAIIbHBIN
KOMIIBIOTED, OCHACTHUTH
KOMIIBIOTEPHBIM
JOKOMCTUKOM 1581051
KOMIIBIOTEPHBIM POJLIEPOM
151 CIIeIMATIBbHOU
KJIaBUATypPOMU.
Tpancpopmupyembie
AJIEMEHTHI 000PYI0BaHUSA U
MeOenb Ha  pabouux
MeECTax, CrielIMAJIbHBIC
MEXaHHU3Mbl U YCTPOMCTBA,
MO3BOJIAIOIIME  U3MEHSTh
BBICOTY M HAKJIOH pabouei
IIOBEPXHOCTH, TOJIOKEHUE
cujieHbst pabodero cTyJa
0 BBICOTE U HAKJIOHY,
0o6opyoBaHUE,
oOecrieunBaroniee
BO3MOXHOCTh TOABE3AA K
pabouemy MECTY u
pa3BopoTa Kpecia =
KOJISICKH

Pabdouee MECTO

Y4aCTHHMKA
COMATHYECKUMH

C

0,75

HCT




3200/1eBaHUSIMH

PaGouee MECTO 0,75 HET
y4aCTHHKA c

MEHTAJbHBIMH

HAPYIIEHUSIMH

5. Cxema 3aCTPOIiKH COPeBHOBATEJbHOI TJIOMIATKHT

Ycnosubie o6osHaueHna:

’ Kommyrarop

. Mapuwpyrusarop
| ' Cron 140x70 cm

Mouurop ?

Cucremubiit 6ok !




6. TpeOGoBaHus1 OXpaHbI TPYJAA U TEXHUKH 0€30MMACHOCTH.

Texnuka 6e3onacHoctu O6mue TpeGoBanus 6€30MacHOCTH

HacTtosiimas HHCTPYKLMS paclpOCTpaHsAETCs Ha JIOMYIEHHBIX Ha IUIOIIAIKy
COPEBHOBAHUN JIUIL, HKCIUIyaTUPYIOLIUX CpPeJCTBA BBIYUCIUTEIbHOW TEXHUKU U
ceTeBoe obopynoBanue. UHCTpyKUMS COAEPXXHUT 0O1Ire ykazaHus 1o 6e301acHOMY
MPUMEHEHHUIO 3JIEKTPOOoOOpyZIOBaHMS IUIOLIQJIKE COpeBHOBaHMU. TpeboBaHuUs
HACTOSIENH MHCTPYKLMHU SIBISIFOTCS 00s3aTelbHBIMU, OTCTYIUIEHHS OT Hee He
jponyckarorcsi. K caMoOCTOSITeNnbHOM — BKCIUIyaTalldd  3JIEKTpoanmaparypbl
JIOITyCKaeTcsl TOJbKO JIULa He Mosioxe 18 JeT.

TpeboBanus 6e3omacHOCTH nepes; HauainoMm paboTel

[Tepen Hauasom paboTel ciefyer ybOeauThess B HCIPaBHOCTH
3JIEKTPOTIPOBOIKY, BBIK/TIOUATENEH, IITENCENbHBIX PO3ETOK, IPX MOMOILY KOTOPHIX
o0opyZOBaHHE BKIIOYACTCS B CETh, HAIMYUHM 3a3€MJICHUSI KOMIIBIOTEPA, €ro
paboToCrnoCOOHOCTH.

TpeboBanus 6e30macHOCTU BO BpeMsi paboThl

JUis CHWXKEeHMs WM TPeNOTBPAILEHUS BIMSHHUS ONAcCHBIX M BPEOHBIX
¢akTopoB Heobxomumo cobmomarb CaHuTapHble IpaBWJIa W HOPMBI,
THTHeHAYecKue TpeOOBaHMS K BHUJICO-AMCIUIEHHBIM TePMHHAAM, [1€PCOHAIbHBIM
3JIEKTPOHHO-BBIYMCIUTENIbHBIM MalllMHaM U OpraHu3aluu paboThl.

Bo wusbexaHue NOBpeXIEHUS H3OJSLUM IPOBOJAOB K BO3HUKHOBEHHS
KOPOTKMX 3aMBIKQaHMH He paspelaeTcsi: Bemarh 4YTo-JIMOO Ha MpoBOJA,
3aKpalMBaTh U OeMuTh IIHYPHI M IPOBOJIA, 3aKiIaJibIBaTh MIPOBOJA U IIHYPHI 3a
razoBble M BOJIONIPOBOJIHBIE TpyOBl, 3a OaTaped OTOMMTENbHOM CHCTEMBI,
BBIJIEPTUBATh IITEICEIbHYIO BHJIKY M3 PO3CTKH 3a LIHYp, YCHIIHUC JOJDKHO OBITH
MPUIOKEHO K KOPITYyCY BHIIKH.

JIisi MCKITIOYEHUS TIOPAXKEHUsI DIEKTPUYECKUM TOKOM 3alpeliaercsi: 4acTo
BKJIIOYATh M BBIKJIIOUATh KOMIIBIOTEp 0€3 He0OXOAMMOCTH, NPUKAcaThCsl K dKpaHy
M K TBUIbHOM cTOpoHe OJOKOB KOMIBIOTEpa, paboTaTh Ha CpeACTBax
BBIYUCITUTENbHOM TEXHUKU U CETEBOM 000pYy/IOBAaHUM MOKPHIMH pyKaMH, a TakxKe
UMeTh Ha paboveM Tapy ¢ BOJIOHM WM JAPYro )UIKOCTBIO, paboTaTh Ha CpeACTBax
BBIYUCIIUTEIbHON TeXHUKH U nepudepuitHoM 000pyHIOBaHUH, HMEIOIIUX
HapyleHHs ILeJOCTHOCTH  KOpIyca, HapyLIeHHs  H30JSLHMHA  IPOBOJIOB,
HEHMCTPaBHYIO MHAMKALMIO BKIIOYEHHS] NUTAHUS, C MPU3HAKAMU DJIEKTPUYECKOTO
HalpsDKeHUsT Ha KopIlyce, KIacTh Ha CpeJICTBA BBIYMCIMUTENBHOW TEXHUKU U
nepudepuitHoM 000py/10BaHUU TOCTOPOHHHE NPEMETHI.

3anpelnaercss IMOJ HampsHKEHWEM OYMINATh OT NBUIM W 3arpsA3HeHUs
AJIEKTPOOOOPYyIOBAHHE.



3amperaercss MpoBepsATh paboTocrocoOHOCTh ANeKTpooOOpyAOBaHUsS B
HEMPUCIIOCOONICHHBIX JUIsl 9KCIUIyaTallid IOMEIEeHHUSX C TOKONMPOBOASLIMMU
TOJIaMH, CHIPBIX, HE TMO3BOJISIOLIMX 3a3€MJIUTh JOCTYIHbIE METAJUINYECKHUE YaCTH.

HeponycTMo  moj — HampsDKeHHMEM — NPOBOAMTH — PEMOHT  CPEZICTB
BBIYMCITUTEIILHON TEXHUKH U epudepuitHoro obopy1oBaHusl.

PemMoHT onexTpoanmapaTypbl MPOM3BOAMTCS TOJBKO — CIENHAIMCTAMU
TEXHUKaMHU ¢ COOI0ICHUEM HEOOX0AMMBIX TEXHUYECKHUX TPeOOBaHMH,

Bo wusbexanue mopaxeHUs! HSIEKTPHYECKUM TOKOM, MpPH MOJIE30BAHUM
3JEKTPONpHOOpaMy HeNb3sl KacaThCsl OJHOBPEMEHHO KaKUX-JHO0 TPyGOIIpoOBOIOB,
GaTapelt OTOMIEHHS, METAJUIMIECKUX KOHCTPYKIIMM, COEJUHEHHBIX C 3eMJIEH.

ITpu monp30BaHUM 3IEKTPOIHEPTHEH B CHIPHIX MMOMEIIEHHUSIX COOJIOAATh
0Cc00yI0 0CTOPOKHOCTE.

TpeboBanus 6€30MacHOCTH 110 OKOHYAHHH PabOThI

[Tocne oxonuyanust pabGoTbl HEOOXOAMMO OOECTOUUTH BCE CpPEJCTBA
BBIYMCIIMTEIbHON TEXHUKHU U ceTeBoe obopynoBaHue. B ciydae HeoGXomuMoCTH
OCTaBHUTh BKIIFOUEHHBIMHU TOJBKO 000Dy I0BaHHE, YKa3aHHOE IKCIIEPTAMH.

TpeboBanus 6€30MaCHOCTU B aBapUHHBIX CUTYAIIUIX

Ilpu  obHapy)XeHMHM  HEHMCIpPaBHOCTH  HEMEIEHHO  00ECTOYUTh
3JIEKTPO0OOPYI0BaHKE, OOBECTUTE SKCIIEpTOB. [Ipooinkenne paboThl BO3ZMOKHO
TOJILKO I10CJI€ YCTPAHEHUS! HEUCIIPABHOCTH.

[Tpu o6mnapyxenuu oOGOpBaBIIErocss NMPOBOAA HEOOXOAUMO HEMEUIEHHO
coo0muUTh 00 3TOM 3KCHepTaM, MPUHATh MEPBI M0 UCKIIIOYEHUIO KOHTAKTA C HUM
mojei. [IpukocHOBeHME K MPOBOAY OMACHO IS )KU3HH.

Bo Bcex ciyyasx nopakxeHHs 4eJoBeKa AIEKTPUIECKUM TOKOM HEMEIIEHHO
BBI3BIBAIOT Bpaya.

Jlo npuObITHs Bpaua HY)XHO, HE Tepss BPEMEHH, MPHUCTYIUTh K OKa3aHHIO
IIEpPBOM [TOMOLIY MOCTPaiaBIIEMY.

HeobxomuMo HeMeUIeHHO HayaTh TPOU3BOJMTH MCKYCCTBEHHOE JbIXaHME,
Haubonee >pPEKTUBHBIM U3 KOTOPHIX SIBISETCS METOA «POT B POT» HIIH «POT B
HOCY, a TAK)Ke HapyKHBIM Macca)k cepALa.



HckyccTBeHHOE  IBIXaHME  MOPAXXEHHOMY  3JICKTPHYECKMM  TOKOM
IPOM3BOJIUTCS BIUIOTH A0 NPUOLITHS Bpaya.

Ha pabouem mecTe 3ampenaeTcsi UMETh OTHEOTIACHBIE BEIIECTBA.

B nomewenusix 3anpemaeTcs:

a) pa3XUraTh OroHb;

0) BKJIFOYATH JIEKTPOOOOPYJOBAHHUE, ECIIH B IIOMELIEHUH [TAXHET I'a30M;

B) KypHUTB;

I') CyIIUTh YTO-THO0 Ha OTONMTENBHBIX Mprbopax;

J1) 3aKpBIBaTh BEHTUIAIMOHHBIE OTBEPCTHS B QJIEKTPOATIAPATYPE.

VicTouHnKamMu BOCIUIAMEHEHUsI SIBJISIFOTCS:

a) UCKpa MPH paspsijie CTaTUUECKOro dIEKTPHYECTBA;

©) UCKPBI OT 2NIEKTPOOOOPYIOBAHUS;

B) MCKpBI OT yJiapa ¥ TPCHHSI,

I') OTKPBITOE IIamsl.

ITpn BO3HHMKHOBEHHMHM I10’KAPOONACHON CUTYyal[MM WM IOXKapa IepCoHal
JIOJDKEH HEMEUICHHO NpPHUHATh HEoOXOAMMBIE Mephbl JUIS €ro JIMKBHJIAIUH,
OJIHOBPEMEHHO OIIOBECTUTH O MOYKape aMUHUCTPALIHIO.

ITomemenust ¢ anekTpooOOpyIOBaHHEM JOJDKHBI  OBITH  OCHAIIEHEI
OTHETYLIUTENSIMH.



